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WHAT IS CRYPTOGRAPHY?

RUSSELL CROWE ED HARRIS
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WHAT IS CRYPTOGRAPHY?

Cryptography is about communication in the presence of
adversaries.

Ron Rivest



WHAT DO WE WANT TO PROTECT?

e Confidentiality
e Data Integrity
e Data origin authentication

e Entity authentication
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CRYPTO IN OUR EVERYDAY LIFE.
WhatsApp

encryp_tion WiFi banking
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CRrRYPTO 101.

Symmetric encryption scheme
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Encryption: Plaintext @ Ciphertext
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Decryption: Plaintext @ Ciphertext




CRYPTO 101

Hashing function

Message @ Digest

Message Authentication Code (MAC)
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Message @ Tag




A CRYPTO NERD'S

WHAT MY THESIS IS ABOUT.

1 IMAGINATION ¢

HIS LAPTOP's ENCRYPTED.
LETS BUILD A MILLION-DOLLAR,
CUJSTER To CRACK 1 T-

No GooD! TS
HCI"I& -BIT RSA‘

E\HL PLHN

1S FOILED! ™~ QX

| ACTUALLY HAPPEN:

WHAT WOULD

HIS LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH
THIS $5 WRENCH UNTIL
HE TELlS US THE. PASSWORD.

GOT T,

#T"“/Q

https://xkcd.com/538/

e Designing

e Implementing
e Breaking

e Verifying

e Standardizing

.. Ccryptography.
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DESIGNING.

Gimli

e Authenticated-Encryption scheme (AE)
e Cross-platform and Lightweight
e High performances & secure



IMPLEMENTING.
Optimized on RISC-V

e Gimli

e Sparkle
e Saturnin
e Ascon

e Delirium
e Xoodyak
e AES

e Keccak



Cryptanalysis of Morus

BREAKING.

e Morus is a high-performances AE scheme.

complexity claim | our result
Morus-640 7)) AR
Morus-1280 Pal DL




VERIFYING.

Proof of correctness of X25519 in TweetNacCl

Using the Coqg theorem prover, we verify:
e the correctness of the C implementation,
e that it matches RFC 7748,
e and we link with X25519 maths definition.

First complete proof from C to the maths definition.



STANDARDIZING.

HOW STANDPRDS PROLIFERA

(&8 A/C CHARGERS, CHARACTER ENCOOINGS, INSTANT MEsws\NG )

e KangarooTwelve 47! RDICULOUS!
. WE NEED To DEVELOP
(SHA-3 on steroids) STATON OUE INVERSAL STRERRD STATON
. H H
e 15t Draft in January 2017, Wpsectiit US{%SES o || e
. STANDPRDS. STANDPRDS.

e Still not accepted... }A\ %
e CFRG is very slow.

https://xkecd.com/927/
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Thank you for your attention.

THE BEST THESIS DEFENSE 15 A GOOD THESIS OFFENSE.

https://xkcd.com/1403/
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